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Types of Cyber Attacks 

• SPAM 

• Phishing scams 

• Worms 

• Spyware 

• distributed denial-of-service attacks (DDoS) 

• Botnets 



Hacking 

• Hacking is the act of gaining access to a computer or computer 
network to obtain or modify information without legal 
authorization.  

• Why hacking? 

• Hacking vs Cracking 

• Steps involved in Hacking 

• 1. Reconnaissance 

• 2. Scanning 

• 3. Gaining access 

• 4. Maintaining access 

• 5. Cover the tracks 



Denial-of-Service and 
Distributed Denial-of-Service 
• What is denial of Service? 

• Example a web site for on-line shopping 

• Distributed Denial-of-Service (DDoS) attacks are where 
multiple participating devices engage in DoS attacks from a 
distributed locations. 

• DDoS metrics  

• Compared with Q1 2015  

• 125.36 percent increase in total DDoS attacks 

• 142.14 percent increase in infrastructure layer (layers 3 & 4) 
attacks 

• 34.98 percent decrease in the average attack duration: 16.14 
vs. 24.82 hours 

• 137.5 percent increase in attacks > 100 Gbps: 19 vs. eight 

 



Malicious Code  

• Computer Virus 

• Worm 

• Trojan horse 



Social Engineering 

• Art of getting people to divulge information 

• Being helpful or intimidation 

• Countermeasures  

• Train the employees 

• Dispose of sensitive information securely 

• Prevent Dumpster Diving 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Phishing 

 



Countermeasures 

• Do not offer any information 

• Do not open any e-mail attachments 

• Do not follow any hyperlinks or URL’s 

• Do not reply 



SPAM 

• Unwanted e-mails 
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A type of malware 
which restricts 
access to the 
computer system 
that it infects,  
and demands a 
ransom paid to the 
creator(s) of the 
malware in order 
for  
the restriction to be 
removed. 
 

 

 

Ransomware 







Security Solutions 

• At a minimum you should 

• Deploy Anti-virus protection 

• Block SPAM 

• Use a sandboxing solution 

• Block risky file extensions(javascript,vbscript,chm etc) 

• Use URL filtering (block access to C&C servers) 

• Activate your client Firewalls 

• Use HIPS (Host Intrusion prevention service 



Best Practices 

1. Backup regularly and keep a recent backup copy off-site 

2. Don’t enable macros in document attachments received via 
e-mail 

3. Don’t give yourself more login power than you require 

4. Consider installing Microsoft Office Viewers 

5. Patch early patch often 

6. Configure your security products correctly 



Trends in Information 
Security Threats 
• Do not offer any information 

• Do not open any e-mail attachments 

• Do not follow any hyperlinks or URL’s 

• Do not reply 



(http://www.cert.gov.lk/alerts.
php) 
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Challenges encountered via 
online 
• Sextortion 

• Online gaming 

• Sexting 

 

• Advice for parents and teachers 

• Educate the children regarding dangers of sharing personal 
photos even with known people specially sexting. The things 
they perform now can have serious repercussions in the 
future to tarnish their image and reputation.  
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